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The Internet of Things has become a spotlight in contemporary literature in the domain of industry 4.0 
and emerging technologies. Majority of research studies focuses on technicalities and theoretical 
implications of implementing IoT in the energy sector. However, in practice, organisations face a 
combination of technical and non-technical challenges. There is a clear need for the studies to empirically 
evaluate IoT use cases, challenges, and a roadmap for successfully implementing emerging technologies. 
To fulfil the research gap and provide insights for practitioners, we conducted seven semi-structured 
interviews with professionals working in Finland’s energy sector. Based on results retrieved through 
content analysis of transcribed interviews, we developed a roadmap with managerial implications for 
successfully implementing IoT and other emerging technologies. Furthermore, study results present 
practical insights on IoT applications, benefits, and major IoT utilisation challenges in the Finnish energy 
sector industrial ecosystem. In the end, conclusion and future research directions are discussed.  
 
 





Background of the study 
 
A plethora of studies (Georgakopoulos et al., 2016; Lasi et al., 2014; Lin et al., 2016; Lu, 2017; Pfeiffer, 
2016; Roblek et al., 2016) on industry 4.0 indicates a steep transition is underway towards the fourth 
industrial revolution during the last decade. The concept of industry 4.0 is mainly referred to digitalisation 
and automation of different industrial activities with the help of disruptive technologies such as the Internet 
of Things (IoT), big data, Artificial intelligence (AI), robotics, autonomous vehicles, 3D printing, 
nanotechnology, biotechnology, material sciences, energy storage & production and quantum computing 
(Schwab, 2017). Like other disruptive technologies, the IoT technologies seek to accelerate the pace of 
transition by providing advanced centralised automation solutions for various industrial applications (Lu, 
2017). Adoption and utilisation of IoT are expanding across the industries due to the vast breath IoT 
ecosystem, including intelligent and embedded system shipments, connectivity services, platforms, 
applications, analytics, security, infrastructure, and other professional services. These features gives 
leverage to IoT over other competing technologies, ultimately, a remarkable growth has been observed in 
IoT utilisation in the industry and still growing exponentially. Khan et al. (2020) suggests that the market 
share of IoT is expected to reach 14.2 trillion dollars by the end of 2023, whereas the number of IoT devices 
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can reach 70 billion devices in 2025. Similarly, Lund et al. (2014) reports a 20% compound annual growth 
rate for the IoT market; thus, IoT is deemed imperative technology in industry 4.0.  
 
However, with industrial systems' advancements, industrial activities' energy consumption is also posed to 
go up (Arshad et al., 2017). Those advancements in technology and industrialisation have led to higher 
energy demand worldwide by 2.3% in 2018 (IEA, 2019). Tao et al. (2016) reports about 37% of available 
global energy are consumed by the industrial sectors. And to date, a larger portion of current energy demand 
is met using fossil fuels such as oil 31.5% and coal 26.9% (IEA, 2020). Consequently, with the massive 
increase in energy demand, energy sector Co2 emissions simultaneously also reached a new peak. Recent 
IPCC report clearly indicates how  greenhouse gases and Co2 emissions have catastrophic effects on climate 
systems (IPCC., 2019). In Finland's case, the country's energy mix still largely (43%) depends on fossil 
fuels-based energy such as coal, natural gas and oil (Shakeel et al., 2017; IEA, 2019), the urgency to develop 
an efficient energy management system and renewable technologies even goes high. The country also 
imports a substantial part of its energy needs, thus achieving efficiency throughout the energy sector's 
industrial ecosystem is crucial for Finland. Similarly, data illustrates in 2019, Finland's industrial energy 
consumption remained 45%, transportation accounts for 17%, space heating 26% and other 12%  (Final 
Consumption of Energy - Motiva, n.d.). Moreover, the EU 2030 target for Finland compels the country to 
emphasise the development of Renewable Energy Sources (RES) and increase the share of RES to 51% 
while limiting the energy consumption to 290 terawatt-hour through an efficient energy management 
system (Finland’s Integrated Energy and Climate Plan, 2019). 
 
The IoT paradigm offers novel industrial solutions by connecting products, assets, and production plants 
through embedded sensors and actuators, ensuring real-time data sharing and process monitoring (Nord et 
al., 2019). Studies suggest that IoT technologies can revolutionise the entire industrial sectors. Its offering 
includes but not limited to the development of RES, smart grids, energy transmission, distribution, and 
consumption (Hossein Motlagh et al., 2020; Tan et al., 2017) smart manufacturing, smart factory (Hozdić, 
n.d.), product life cycle management (Cai et al., 2014), supply chain & logistics (Abdel-Basset et al., 2018), 
asset management  (Brous et al., 2019) safety in high-risk environments (Gnoni et al., 2020; Thibaud et al., 
2018) to name a few.  However, as a common phenomenon attached to emerging technologies, 
organisations face various kind of challenges in implementation and utilisation process of IoT. These 
challenges ranges from technical challenges to a high level of resistance to change from different 
stakeholders of the organisation. Implementation of such technologies requires the organisation to 
understand challenges, use cases, and a framework to overcome those barriers. Reviewing pertinent 
literature on the IoT domain shows, studies are scant which provides roadmap with managerial implications 
for successful IoT implementations. Furthermore, an empirical evaluation is required to enhance 
understanding of major challenges, use cases and primary benefits related to IoT implementation and 
utilisation in practical scenario. Therefore, we tried to fulfil the research gap by identifying priority 
application areas, leading benefits, major barriers, and a roadmap for practitioners to implement IoT in their 
organisation successfully. Moreover, the study also evaluates practitioners' views on the utilisation of 
Artificial Intelligence (AI) and Blockchain (BC) technologies in the Finnish energy sector's industrial 




Internet of Things 
 
Although Kevin Ashton introduced IoT technologies in 1998, yet the technologies are in the state of infancy, 
therefore, there is a lack of consensus on any universal definition of the technologies in academia 
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(Čolaković & Hadžialić, 2018; Nord et al., 2019; Wortmann & Flüchter, 2015). Various definitions are 
presented based on the context of utilisation and vision of the researchers (Čolaković & Hadžialić, 2018; 
Gigli & Koo, 2011; Lee & Lee, 2015; Lund et al., 2014; Tao et al., 2016). However, most researchers have 
consensus on the operational mechanism, utilisation framework, and objectives of the IoT. In a broader 
perspective, these technologies utilise the Internet, communication technologies, standards to connect 
remotely with physical objects which have embedded sensors and actuators to sense and act in different 
situations (Al-Fuqaha et al., 2015; Čolaković & Hadžialić, 2018; Haseeb et al., 2019; Hossein Motlagh et 
al., 2020; Zouinkhi et al., 2020). Similar to the definition, various architectural frameworks have been 
presented, for instance (Nord et al., 2019) shows three layers of IoT structure; whereas (Hossein Motlagh 
et al., 2020; Mrabet et al., 2020) discuss five main layers, i.e., physical sensing, networking, transport, 
application, and data cloud services layer.  
 
The physical sensing layer includes different sensors and actuators to sense and respond to the situation 
(Hossein Motlagh et al., 2020; Mrabet et al., 2020) networking layer consist of short- and long-range 
networking and communication technologies such as Lora, LTE, NFC, Bluetooth, WIFI, Zigbee. Different 
internet protocols are used in the transport layer such as TCP/IP, UDP/IP, while other application protocols 
are utilised based on IoT system requirements in the application layer. Finally, data cloud services include 
different cloud-based services and data analytics available to IoT systems such as Google IoT, Cisco, and 
Bosh (Mrabet et al., 2020). This multilayer mechanism gives leverage to IoT over traditional competing 
wireless communication technologies. The efficient utilisation of sensors & actuators, connectivity, and 
IoT data sharing capabilities can provide meaningful information in the energy sector.  
 
Meanwhile, these technologies also provide novel solutions in energy transmission, distribution, smart grid, 
microgrids, and to optimise final energy consumption patterns (Hossain et al., 2016; Hossein Motlagh et 
al., 2020). A large share of the global energy supply is consumed by industrial and logistics systems (Dyer 
et al., 2008); therefore, it is imperative to monitor, control, and optimise final energy consumption in 
industrial systems. Industrial systems consume energy in various ways, such as manufacturing, 
transportation and logistics, heating and cooling systems, and energy consumed by-products for end 
customers. In this perspective, IoT enhances energy efficiency; instead, it may lead to new business models, 
new product development, optimisation of supply chain and logistics processes, and manufacturing quality 
improvement. 
       
Previous research on IoT applications and challenges in energy sector   
Applications  
 
The importance and energy presence can be traced back to the early ages of the human race; however, 
modern energy and power concepts become spotlight with advancements in industrial and mechanical 
systems. In contemporary times, energy has deemed a backbone of all industrial activities, the ever-growing 
demand has shaped a sophisticated supply chain in the energy sector with three distinct phases, i.e., energy 
supply, transformation, and consumption (Bhattacharyya, 2011).  Numerous research studies 
(Bandyopadhyay & Sen, 2011; Chen et al., 2014; Maple, 2017; Shaikh et al., 2017) demonstrate potential 
IoT applications in industrial systems. A study by Hossein Motlagh et al. (2020) presents theoretical 
potential of utilizing IoT in energy production, distribution, and consumption. Ramamurthy & Jain, ( 2017) 
discuss how IoT can increase real time efficiency and increase predictive maintenance in energy systems. 
Similarly, in their research Al-Ali, (2016) debate RES technologies are better alternative to traditional 
energy sources, and IoT based solution can ignite the development of RES as IoT provides a balance in the 
generation of energy, optimising energy usage through machine learning algorithms and enhance energy 
efficiency (Ramamurthy & Jain, 2017). Moreover, study by Al-Turjman & Abujubbeh, (2019) evaluates 
role of IoT in micro grids and Hossein Motlagh et al. (2020) studied IoT in context of smart grids.  
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Besides applying IoT in energy generation, transmission and consumption, the industrial ecosystem is 
contemplated by other industrial applications. Studies shows IoT have the potential to innovate 
manufacturing process  (Mourtzis et al., 2016; Wan et al., 2018), transportation & logistics (Hopkins & 
Hawking, 2018; Ejaz et al., 2017), commercial products (Porter & Heppelmann, 2014), domestic buildings 
(Khanda et al., 2017), lighting, heating, and cooling (Hossein Motlagh et al., 2020), asset management, 
predictive maintenance (Teoh et al., 2021), product development (Cai et al., 2014, 2014; Golovatchev et 
al., 2016), and customer experience (Hoyer et al., 2020; Nguyen & Simkin, 2017).      
 
 
Figure 1. Examples of IoT applications 
 
Key challenges of the IoT implementation 
   
Many studies (Farhan et al., 2017; Hsu & Lin, 2016; Kumar & Mallick, 2018; Lennvall et al., 2017; Younan 
et al., 2020) are conducted to evaluate challenges in implementing IoT. The majority of studies focus only 
on technical challenges (Alabdulsalam et al., 2018; Das, 2015; Ghorbani & Ahmadzadegan, 2017; Hameed 
et al., 2019; Jing et al., 2014; Kecskemeti et al., 2017; Sood et al., 2016; Virat et al., 2018; Weber, 2010). 
Only a few researchers studied non-technical challenges such as return on investment and social perspective 
on IoT implementation (Kumar & Mallick, 2018; Ouaddah et al., 2017). 
 
Among technical challenges, Younan et al., (2020) discuss integration among the technologies, scalability, 
network, and communication are the main challenges. Kumar & Mallick (2018) studied security, privacy, 
interoperability, standardisation, legal regulatory, and economic / investment issues related to IoT 
implementation. Similarly, AlEnezi et al. (2018), reported security, privacy, and investment are the main 
issues, whereas Farhan et al., (2017) examine challenges related to scalability, energy requirement, security, 
and fault tolerance of IoT. Furthermore, a study by (Lennvall et al., 2017) found organisation can face many 
challenges i.e., installing & retrofitting, security, reliability, availability, scalability, interoperability, 
sustainable business model. Most studies suggest IoT security and privacy is biggest concern, (Nord et al., 
2019) discuss IoT mainly operates through wireless technologies and share data through different IPs and 
networking technologies prone to cyber-attacks or data breaches. Following privacy and security issues, 
trust is a significant concern in IoT implementation. In the perspective of information security, trust can be 
divided into three dimensions: trust competence, benevolence, and integrity (Paliszkiewicz, 2019). Trust 
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plays a vital role in predicting employee's compliance towards organisation information security (Koohang 
et al., 2020); therefore, trust cannot be neglected in information security and privacy companies.  
 
Compared to technical challenges, non-technical challenges have got little attention in the literature. Only 
a handful of studies focuses on non-technical challenges such as investments, return on investment (ROI), 
financial feasibility (AlEnezi et al., 2018; Nord et al., 2019), social and organisation level barriers (Ouaddah 
et al., 2017) in IoT implementation. For organisations, ROI is a critical factor in implementing new 
technologies as they need stable returns on their investments (Lim et al., 2013; Ouaddah et al., 2017). 
Sometimes it is hard for organisations to justify huge investments in new technologies unless they expect 
clear benefits in implementing new technologies. Other than financial factors, (Nord et al., 2019; Ouaddah 
et al., 2017) report social constraints, cooperation among the departments and organisational culture also 
hinder IoT growth.  
Table 1 summarise key studies on IoT in different contexts. 
 
Table 1. Key studies on IoT 
Authors Paper 
classification  
Main contribution  
Ingemarsdotter et al. 
(2020) 
Case study  Opportunities and challenges in IoT implementation in 
circular business model.   
Stoyanova et al. (2020) Survey IoT technical challenges,  cloud data communication 
framework.   
Nižetić et al. (2020) Survey research IoT theoretical opportunities; smart city, industrial IoT, 
connected health, smart homes, wearables, others. 
Technical challenges and framework. 
Paiola & Gebauer. (2020) Qualitative survey 
research 
Firms’ strategic transitions in digitalization servitization 
through IoT technologies in B2B manufacturing firms. 
Younan et al. (2020) 
 
Literature review Evaluation of challenges: Integration among technologies, 
scalability, network, communication, data analytics. 
 
Nord et al. (2019) 
 
Literature review Theoretical framework and evaluated challenges: 
Security, trust, networking, investment, cross department 
cooperation, skilled people, network challenges, too few 
best practices. 
 
Čolaković & Hadžialić. 
(2018) 
Review paper  Enabling technologies. Technical challenges; security, 
privacy, trust, standardization, scalability, authentication, 
Access control.   
(Pflaum & Golzer, 2018) Literature review IoT and big data role in digitalization of business 
organizations. 
(Hsu & Lin, 2018) Quantitative 
survey  
Evaluated factors impacting employees IoT adoption in 
china. 
Kumar & Mallick (2018) 
 
Survey research Evaluated challenges: Security, privacy, interoperability, 
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Current study aims to empirically identify key application areas, benefits, major barriers, and provide a 
roadmap to implement and utilise IoT in the energy sector successfully, the current study is based on the 
qualitative research design. IoT technologies are in their phase of infancy and research studies in this 
domain started conceptualizing IoT related theoretical frameworks. We believe getting practitioners view 
through detailed discussion will help us to get an in-depth insight on different concepts and allow us to tap 
untapped aspects of IoT technologies in practical cases. Pathak et al. (2013) reports qualitative methods are 
best suited when research aims to comprehend people's belief, experiences, or attitudes towards certain 
concepts, phenomena, and topics. Earlier studies (Kummitha & Crutzen, 2019; Schmitt et al., 2019) have 
also proven significance of utilizing semi structured interviews based qualitative research design to evident 
IoT role in smart city and smart contracts in organizational settings. Thus, we conducted in-depth online 
semi-structured interviews with professionals working in the Finnish energy sector industrial ecosystem. 
Gill et al. (2008) emphasises that semi-structured interviews are best suited as it facilitates the researcher 
to set key questions before the interview and ask follow-up questions based on the ongoing discussion. IoT 
as an emerging technologies demand researcher to dive deep to tap untapped theoretical concepts and actual 
implementations. We utilised a semi-structured interviews method to serve the purpose of the study by 
asking key and follow-up questions.  
 
Purposive sampling technique was used Yin (1994) since we screened companies reports and discussed 
with industry experts to potentially identify companies utilizing IoT and experts working in IoT domain in 
Finnish energy sector. We found a total 30 experts from 25 companies were invited for interviews and 7 
participants from 7 different companies agreed for online interviews. Interviews were conducted during 
October 2020 to December 2020. External validity is ensured as the participants organisations include but 
not limited to the global leader in marine power and energy business, power and mechanical solutions for 
marine engines, industrial equipment suppliers for the energy sector, leading digital business services 
providers for energy solutions, etc. Furthermore, three point criteria was followed to select the participants 
1) professionals with at least three years of experience in the same organisation operating in the Finnish 
energy sector, 2) they have adequate knowledge of technicalities and use cases of IoT in their organisation 
as one of the research objective is to evaluate technical challenges faced by organizations in IoT 
implementation and utilizations, 3) also their role in the organisation is among middle level or top-level 
management so that they can present a strategic perspective on IoT implementation in the particular 
organisation.  Moreover, they were well aware of the implementation process and strategical aspects of 
emerging technologies implementation in their organisations. Background information, position, the 




Data was collected through an online survey and semi-structured interviews. Interviews were conducted 
online through Zoom video interviews. We recorded interviews with the exclusive consent of participants, 
and later on, interviews were transcribed. Average time per interview remained around 30 minutes, and to 
minimize the researcher biasness, collected data was transcribed, coded, and analysed using systematic 
content analysis. To validate the results, data triangulation was carried out through careful review of 
company reports and blogs. Wilson et al. (2015) suggest blogs as tools for qualitative research have great 
potential to identify and contemplate qualitative results. As a results of content analysis, we found four 
broader themes a) major applications and utilities of IoT, b) Major challenges related to IoT implementation 
and utilisation, c) main benefits organisation achieved through IoT implementation, and lastly d) 
development of a roadmap for successful implementation of emerging technologies, i.e., IoT, AI, and BC 
technologies.  
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Results of the study 
 
Empirical evidence on major application and utilities of IoT in the energy sector 
 
Empirical results show information technology, manufacturing, and smart grid are the top three IoT 
applications in the energy sector of Finland. Study results confirms there is match between IoT theoretical 
opportunities (Nord et al., 2019; Hopkins & Hawking, 2018; Ejaz et al., 2017; Teoh et al., 2021; Cai et al., 
2014; Golovatchev et al., 2016) and real time industry implementations. For example, IoT in smart 
manufacturing enables organisations to monitor machines inside the manufacturing process, connect 
equipment with embedded sensors that monitor, and share real-time data with cloud services on the 
performance of the equipment. Collected data is utilised in real-time condition monitoring, performance 
review, and increased production quality. 
 
Likewise, it was revealed that similar to IoT theoretical opportunities in energy sector (Hossain et al., 2016; 
Hossein Motlagh et al., 2020), these technologies in practice offer horizontal solutions in various activities 
of the energy sector; in power quality monitoring, smart grid to stabilise the grid frequency, power 
consumption pattern analysis, power plants optimisation, energy storage solutions and development of RES 
such as solar and wind power energies. Upon asking about IT and IoT, interviewees expressed their 
experience as IT is a major area of application with IoT, and it is a core area to integrate with IoT. Similarly, 
the result shown product development, asset management,  customer experience, and safety are major IoT 
utilities. IoT contributes to the product development of various products. It is evident from results and 
literature studies such as (Brous et al., 2019; Smidt et al., 2018) IoT has a primary role in asset management. 
The importance of IoT even critical in the context of marine technology where it is essential to monitor 
engine energy consumption, performance, equipment safety, and early error detection is required. 
Nevertheless, asset management and predictive maintenance in large production plants, factories, and 
facilities are equally essential, and participants' discussion shows IoT has a high level of utilisation in asset 
management. Participants views on application and utilisations of IoT can be found in Appendix B.  
 
Empirical evidence on major challenges in IoT implementations   
 
We found two main sub-themes on major barriers in IoT implementation and utilisation; 1) technical 
challenges, 2) non-technical challenges. Results on technical challenges are well aligned with literature 
studies (Čolaković & Hadžialić. 2018; Younan et al., 2020; Kumar & Mallick. 2018) major challenges 
include privacy, network issues, integration among the technologies, authentication, access control, and 
mobile security. The most prominent technical barrier organisations face is privacy and integration among 
the technologies. IoT technologies integrate different platforms, and all the data is shared through wireless 
communication protocols using various communication technologies. Data shared over wireless devices 
and servers can potentially be accessed by unauthorised parties which could be fatal for organisations. Since 
data contains important information about certain areas of the organisation; therefore, most of the 
organisations are concerned about privacy, which potentially hinders the higher-level adoption of IoT in 
the industry. Similarly, it was also found replacing existing technologies at a large scale most of the time is 
not economically and technically feasible for organisations. IoT needs to be integrated with existing 
technologies in this context, and many participants found it is much challenging for practitioners to integrate 
IoT with existing technologies.  
 
However, results on non-technical challenges presents challenges less discussed in literature, yet of high 
importance. Return on investment among non-technical challenges is biggest challenge, followed by too 
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few best practices, cooperation among departments, lack of strategic approach, employee's behaviour, and 
resistance to change.  All participants believe organisations are mainly concerned with ROI, as these 
technologies often require huge initial investments and higher replacement costs. Also, there is a lack of 
vision to streamline financial gains by implementing new technologies, which hinders extensive scale 
utilisation and implementation of IoT in the industry. However, participants emphasised that most of the 
projects related to IoT implementation are in their initial phases. They perceive financial benefits in the 
future, enhancing industry leaders' understanding of IoT economic opportunities. Results also suggest that 
organisational culture, employees’ behaviour, management commitment, and acceptance to change is 
equally vital in the success of emerging technologies, especially, IoT and AI implementation. Analysis of 
data highlights an organisational culture that supports change management, employees' training and 
attitude, leadership commitment to innovate plays deciding role in the success or failure of ICT-related 
projects. Sample quotations on participants discussion on major challenges is listed in Appendix C. 
 
Opportunities offered by IoT 
 
The primary purpose of implementing any technology is to grab on opportunities they offer. IoT are 
emerging technologies and there is limited understanding of opportunities IoT offers to the industry in 
different application areas. Therefore, we tried to clearly define what have already achieved benefits of IoT 
practical utilisation in the industrial ecosystem of Finland's energy sector. Results revealed that IoT is still 
in its early stages of utilisation, yet most participants indicated they had realised clear benefits. Utilising 
IoT has been beneficial to sample organisation in terms of increased energy efficiency, enhanced user 
experience, financial savings by cutting the cost, improved product quality, supply chain efficiency, new 
value streams, and health & safety. Some participants explained their project on IoT has just started, and 
they are yet to realise the benefits. However, they perceive IoT will bring a higher level of efficiency in 
their manufacturing process, and data collected through embedded sensors can open up new revenue 
streams for them. The diagram shows the major benefits of IoT utilisation. A summary of participants 
discussion on IoT benefits is given in Appendix C. 
 
 
Figure 2. Key benefits of IoT implementation 
 
Roadmap for successful implementation of IoT and other emerging technologies 
 
The organisations met with certain challenges in implementing and utilising emerging technologies such as 
IoT, AI, and BC.  Those challenges expose organisations to different kinds of threats, which potentially 
cause the total or partial failure of the new technologies related projects. Failure of the technology-related 
project can eventually result in a loss of substantial financial investments, unable to grab opportunities 
offers by new technologies, and allowing competitors to capture market share. To avoid such circumstances, 
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based on the interviews, we developed a roadmap for the successful implementation of emerging 
technologies, i.e., IoT, AI, and BC. The essence of the roadmap stands on a combination of strategical and 
operational level initiatives. 
 
According to participants, stakeholders’ engagement is a critical factor in emerging technologies 
implementation. It is indispensable to take all stakeholders on board throughout the implementation process. 
They suggested communicating the need and value of implementing new technologies to employees and 
all tiers of management. Employees and management commitment play a decisive role in the success or 
failure of technology. It is often observed that employees resist new technologies implementation as they 
might feel threatened by new technologies and change. Therefore, it is crucial to engage and onboard all 
key stakeholders. Another critical factor is management commitment and role in technology 
implementation. Leadership commitment to emerging technologies performance is deemed as a cornerstone 
as they have decision making authority. Participants explained a committed leadership could motivate and 
synchronise employees to achieve objectives more effectively. Employees’ and management’s 
synchronised efforts can have an exponential effect on the success of the technology-related project. A 
highly committed management enhances project teams' productivity which eventually leads to impressive 
results. 
 
Defining clear and measurable objectives plays important role in success of the technology related projects. 
It was found out that most of the technology-related projects fail because of ambiguous goals.  The 
organisation must know what they want to achieve by implementing new technologies and what kind of 
business value they will achieve through emerging technologies. Other key strategical initiatives include 
inventing business cases and cooperation among the industry. To successfully implement emerging 
technologies, an interviewee recommended to develop business cases, be specific and clearly define areas 
of improvement. Defining a business case offers twofold opportunities; first it helps project team to be more 
focused and track progress, while it also helps organizations to tackle issue of ROI. For example, defining 
a business case helps organizations to find out do they require new business streams, energy efficiency, 
process efficiency, new product lines, adding value to existing products, etc.? on other hand it also helps to 
tackle ROI since project aims to generate new revenue streams or increase existing process efficiency which 
can potentially increase savings and give financial benefits. To tackle ROI issue, organizations can also use 
low hanging fruit technique and try to start utilizing new technologies from basic to advance level. 
Emerging technologies are in their infancy phase; the industry lacks standardisation of frameworks and 
structures and frameworks are continuously evolving; therefore, it was highly recommended by 
interviewees to boost cooperation among the organisations to enhance the common understanding in the 
technologies.  
 
As discussed, a combination of operational and strategical level initiatives is required to implement these 
technologies successfully. Interviewees indicate that mapping the user journey, employee training, and 
intra-organization communication increases technology-related projects' success. Employee training and 
effective communication across the organisation are crucial, as training helps employees gain technical 
skills required to deal with new technologies and can also be used as an opportunity to share the need and 
value of technology under consideration. This way, it can increase employee's motivation and decrease 
their resistance to change.   
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Figure 3.Developed roadmap for a successful IoT implementation 
 
Discussion and conclusion 
 
We tried to systematically evaluate key application areas, benefits, and major challenges and develop a 
roadmap with practical insights for a successful implementation of IoT. Furthermore, a roadmap for 
successful IoT implementation has generalizability to other emerging technologies such as AI, BC, and 
extended reality (XR) across the different industrial sectors. Retrieved results indicate that our findings on 
significant applications and critical technical challenges on IoT implementation and utilisation are well 
aligned with theoretical opportunities. However, we also identified some non-technical challenges which 
are less addressed in the literature. 
 
We found out IoT has application in all major areas of the organisations operating in the industrial 
ecosystem of Finland's energy sector. Lead application of IoT is information technology as data and 
information play a crucial role in the contemporary business environment. Therefore, most sample 
organisations focus heavily on efficient information technology systems supported by emerging 
technologies, i.e., IoT. Integration of IoT in their IT system has enabled organisations to collect vast 
amounts of data for various purposes such as data-driven business models, decision-making, process 
improvement, and increasing health and safety. Empirical evidence also indicates IoT has a more prominent 
role in product development, marine engine efficiency, and customer experience. IoT has offered various 
solutions to the product owners through embedded sensors and the capability to share real-time data. 
Product owners can monitor product consumption patterns and data on the performance of product 
mechanical and electric components. Collected data helps product owners understand customers' needs, 
potentially opening new product lines or opportunities for continuous improvement in existing products. 
 
Similarly, IoT applications in marine powers opened new avenues for the industry to increase energy 
efficiency, critical error predictions, and predictive maintenance. IoT also has a crucial role in asset 
management, as well as the utilisation of different IoT technologies such as RIFD, which are growing in 
logistics and supply chain in sample organisations. However, there is a lack of scalability, and experts 
believe the utilisation of IoT is still low.  
Major technical challenges include privacy, network, integration among the technologies, access control, 
authentication, and mobile security. Whereas return on investment, too few best practices, cooperation 
among the departments, employees' resistance to change (Marcon et al., 2019), and lack of strategical 
approach even hampers the implementation process. Research studies are scant to the best of our 
knowledge, which provides a roadmap for practitioners on how to overcome such barriers and successfully 
implement emerging technologies. 
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To fill the research gap and provide practitioners with guidelines to successfully implement IoT, we 
developed a roadmap for successfully implementing emerging technologies in different industrial settings. 
Experts stressed that the success of technology-related projects lies in the combination of strategical and 
operational level initiatives. A strategic approach is compulsory for the long-term success of emerging 
technologies in industries. In the industry 4.0 era, the organisation needs to capture opportunities offered 
by emerging technologies. Interviewees believe organisations reluctant to implement new technologies 
might lose potential market share, and in the worst-case scenario, their competitors can wipe them out of 
the competition. In this perspective, the roadmap can guide organisations to successfully implement 
emerging technologies and reap the benefits such as new value streams, energy efficiency, supply chain 
efficiency, enhanced user experience, and financial savings to name a few. 
 
Our study also evaluates AI and BC's role in new businesses. We found out AI has a broad spectrum of 
applications in current businesses, that is predicted to grow exponentially in the future. While, about BC 
technologies, despite theoretical potentials, practitioners have little understanding of business cases. 
Another reason for the low implementation of BC is that most organisations depicted higher levels of trust 
in other technologies such as IoT and AI, which potentially roll out utilising BC in their business cases. 
 
Future research recommendations 
 
Based on findings of the study, we propose future researchers conduct a study on two major aspects of IoT: 
First is developing a framework to provide better network and connections for IoT, especially in the context 
of offshore IoT implementation such as marine logistics and offshore wind power plants. Researchers can 
evaluate the Role of 5G technology to enhance offshore network communications. Second, our study 
provides an overview of different organisational related factors that contribute to the success or failure of 
emerging technological projects. We suggest future researchers explore what motivates employees and 
what kind of leadership skills are required to prepare organisations for a higher level of technology 
adoption. Finally, it is highly recommended to conduct studies to determine business values and use cases 
for BC technologies. Studies have shown the potential to tackle trust-related issues in ICT technologies; 
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Background information of participants  
Company Interviewee (Position)  Organisation products/Services Experience Country 
A Director of Innovation, Global 
product line manager 
IoT system configurator, 
customised solutions & 
professional services  
30 years Finland  
B IoT systems developer Marine Power, Diesel engines 5 years Finland 
C PhD Researcher, IoT 
architecture specialist   
Smart building, smart heating 
solutions 
3 years Finland  
D Master builder, emerging 
technologies 
IoT solutions for the energy 
sector 
7 years Finland 
E Business Development 
Manager 
Industrial IoT  3 years Finland  
F Systems architect Cutting tools Tech for the energy 
industry 
10 years Finland 
G Application Engineer Drive technology, variable speed 
generator technology, energy 
storage system, Dedicated Power 
Management System. 
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Major applications and utilisation of IoT 
Manufacturi
ng 
We have in our factory thousands of sensors, measure pressure applying and 
measuring rolling and lot of other things, these sensors have been mainly 
used inside the machine, and we are now live streaming sensors values to the 
cloud, storing it to the data lakes and we do visualisation and next step is to 




 We did actually created the manufacturing execution system a kind of having 
smart connected assets in the field to monitor the performance of all 
components in the manufacturing process, especially in the service area 








We have kind of horizontal solutions for the network is used for power 
quality monitoring but then also so for example like H**** use that for solar 
factories for connecting different types of assets to realise demand response 
elasticity scenario, stabilise the grid frequency of 50 hertz automatically to 
all the big power plants…… [….] hydropower plants are controlled from that 





Our organisation provides digital solutions and professional services in the 
domain of IoT and AI, and we use IT in combination with our customised 






 Obviously, the aim of our IT is to provide information in decision making, 
and implementing IoT enabled us to collect data, the large amount of data 
and now we see in our manufacturing and product development it is helping 
a lot by reporting discrepancies and enabling process automation. So, the 






We have ***** (organisation name) self-built marine engines and we have 
IoT devices in the field which actually collect data from engines and then 
publish data to the cloud where we have MQTT brokers and collect the data 
and then finally data is consumed by analytics downstream customer to 
provide valuable user experience to the end customer. 
IoT systems 
Developer 
 Our organisation uses IoT in multiple projects related to smart grid and 
Marine power solutions. However, we have just started implementing IoT 





We have a start-up company of which we have developed some products with 
the help of IoT…. like Building an automation system for heating and cooling 
off of any house…., it can detect if the people are at home or if the people 
are outside and turning the heating on/off, ultimately cutting the heating 
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Sample discussion on major challenges and benefits 
Technical 
challenges   
I think for our organisation network is the most challenging 
especially if we talk about sites and fields where Marine operates, 
… […] … changing their IP’S and it makes quite challenging. 
IoT Systems 
Developer 
 We have kind of edge device which is batching and buffering data 
and if the Internet connectivity will go down, so we have to buffer 
the data, so the connection restored, … […] …  MQQT protocols 
authenticate and how we orchestrate and manage from an 
operational perspective, these are kind of challenges we have 
looked at that. 
Systems 
Architect 
 Challenge of interoperability, in our technologies we are utilising 
a proprietary connectivity platform…. it is ideal for our 
applications for our devices essential … […] … we have 
developed our whole product around that connectivity protocol, 
one of the biggest problems is with industrial customers clients s 






Major challenge was organisation going though transformational 
phase …[...]…, taking on board and coordination among all 
stakeholders was big challenge … […] … transformation is always 
painful and human nature tend to resist to come out of comfort 
zone, and it was driven well by the management, by having more 





 I think it's always about people about decision-makers people are 
always an issue and when it comes down to implementing new 
technologies because of course it's much easier to try to mitigate 
the risk rather than trying to catch opportunities…[…]… it's much 
more challenging for them to start implementing new technology 
which might not bring return-on-investment immediately but will 
bring in the next 2 to 3 years or this might not apply to everyone 




 People might feel threaten in an organisation actually by an IoT in 
some degree kind of start boycotting the external solutions, spread 
misinformation starts working against it … […] … it becomes real 






Matter on return-on-investment is very tricky because from my 
personal experience the way how it is being calculated in our 
industry is tricky, a lot of IoT related projects around 70-80% fails 
in their POC stage and in my experience, it happens because the 
objectives of the POC are not clearly pretty define………. it's 
much more challenging for them to start implementing new 
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 About return on investment the project is still in initial phases and 
gradual changes are happening, implementing IoT requires high 






savings, Health & 
safety  
In my opinion is always comes down to these three points, of 
course, you have a lot of subcategories to you everything but the 
main things more about new revenue streams and health and 





chain efficiency  
For our organisation its new business opportunity, making 
company more efficient and enhancing supply chain efficiency by 








customer services  
Yes, implementing IoT has been beneficial in terms of energy 
efficiency, enhancing user experience, customer services by 
providing real time data on engines energy consumptions, but the 
matter of fact about return on investment and financial benefits, 
the project is in initial phases and we have not realised financial 
benefits. 
IoT Systems 
Developer 
 
